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Chapter 3


There are those who have accused me of being a smart ass (oh, the pain!) and of having an overly clever tongue.  I can only wonder how they came to that conclusion and sadly ponder the injustice of the world.  I must admit, however, that such a theory could be seen by some to be fully justified when I stood in the NOC of Sowers Online dealing with a suspected break-in, saw the name of my nemesis as one of the top three likely intrusion vectors, and mildly asked my co-workers, "So, how much would either of you care to bet that this little wrinkle is no fucking coincidence?"


All right, so I am a smart ass.  Cope.


After a moment, I irritably reached over and gave both Denis and Jake a tap on their chins to get them to shut their mouths.  Both were Sure Hope members, and neither appeared to be handling the surprise well.


"Okay, guys, calm down.  As of this point, all we have is a large coordinated scan and DoS incident.  We don't know if we've been cracked.  So we need to put this list aside for a moment and concentrate on determining exactly what has happened to us."


After a moment, Denis took a deep breath, blinked, and started typing again.  "Right.  Okay, I'll just pull up all the log entries for the last 24 hours for all these accounts for later review."


I slapped him on the shoulder.  "Good.  We'll need them." I turned to Jake.  "The notice is up?"


"Um...yeah, got the unexpected outage notice up, and I've updated the status notice on the toll-free and notified Tech Support.  I've also got the dummy box fired up and ready to plug into the switch."


The dummy box was an idea I'd had that I hadn't ever seen anyone else use before, although the basic concept was fairly simple.  From time to time, even on well-designed networks, services go down (or need to be taken down) completely.  The dummy box was loaded with miniature versions of each of the popular services we ran -- just enough to answer each request for that service and send back a polite error message indicating that it was temporarily down and that we were working to restore it as quickly as possible.  Naturally, the error messages were quickly and easily customizable, including estimated time of repair. Equally important, all access attempts were logged.


Combine this with the magic of modern port forwarding technology, and anytime I needed to completely pull a given service off-line, I'd fire up the dummy box and tell the routers to transparently redirect all requests for the real server to the appropriate service on the dummy box.  Customers rarely, if ever, had to deal with a server not responding (which tends to distress even the most level-headed of them) but got a cheerful little message that let them know we were already on top of the problem and were swiftly dealing with it.


Jake had clearly been thinking ahead.  We didn't know if we'd need to take any servers down yet.  If we did, though, we'd need to do it quickly, and having the dummy box all ready to go would give us that edge.  "Nice.  That'll save us time on the other end -- great work.  Now all we need is for the integrity checks to complete, and we'll know whether I'm here for the day or not."  They chuckled; one of the nicest parts of my job was that my employment agreement specifically exempted me from having to come in before noon except in cases of unplanned outage.  If I was seriously a betting man, my money would have been on this being one of those times.


Soon enough, the data came in to support my gut feeling.  All our servers have several integrity scanner applications installed that run on a regular basis.  They each take a daily snapshot of the essential files so they can easily detect when something has changed, as well as examine the configuration files for changes of a particularly suspicious nature.  If you see that someone has replaced the _login_ program, for example, or that an additional user has been created with administrator privileges, it's a fair bet you've got an uninvited guest.


By this time, Sowers Online had proven to be one of the most popular benefits that a church could procure with a Sowers' Fields membership.  From the initial core of almost 80 churches, we were currently offering accounts to over 120 affiliated churches.  On average, each of those churches had about 325 members, so we were currently servicing around 39,000 users, and were adding more affiliates and members every month.  That's a good-sized load, and our network had to not only meet our current demands, but also be able to scale efficiently to meet our projected growth.


Thus, we used a farm of high-performance computers, with each specialized for one particular task.  For each critical function, such as Web pages or email, we had a pool of several machines that shared that service load.  In times of peak demand, we could easily add machines to that pool until the need was met without any individual machine being unduly burdened.  Conversely, in times of low traffic, we could take one or more machines out of the pool and perform any maintenance or upgrades necessary, without our users ever noticing.  This is fairly standard practice, but we were able to practice it to a degree I'd not seen before.


As it turned out, the first pool of machines that we saw our first concrete evidence of a break-in on were our two shell servers.  This was hardly surprising, as few ISPs even offer shell servers anymore.  Today's average Internet user runs all the programs they need on their Windows or Macintosh; shell users are usually power users who want the power of a command-line Unix shell.  Sysadmins typically hate offering shell servers; the very programs the shell user needs are the ones that are either difficult or impossible to secure, making shell servers the most favored and most likely target of any hostile attentions.


So it came as no surprise to find out all three shell servers had been compromised by a rootshell kit.  In Unix, there is one user account (root -- also known as the superuser) that has the ability to ignore all security restrictions.  If you can access the root account, you can do anything and everything on that machine -- add users, edit log files, reconfigure services, read any private files, and more.  Gaining root is the first goal of every cracker, and if they can get access to a valid account is fairly trivial to accomplish.  Their second goal is to install enough backdoors in the system that they can keep root access, if the sysadmin is foolish enough to attempt a local repair and not just simply wipe the machine and reinstall it from scratch.  A collection of malicious programs tailored to a specific variant of operating system, is called a _rootkit_, and they allow a fairly unskilled cracker a pre-packaged bundle of doctored system utilities and backdoors that allow them to take over a system and retain root access, often escaping detection by unskilled or complacent admins.


Once the attacker has root on a server and has installed their backdoors (and erased the signs of their entry as much as possible) the next usual step is to use the host as a stepping stone to find other targets.  Again, the low-clue cracker is likely to find several pre-packaged utilities to assist him in this business.  Anyone who has to rely on these tools is called condescendingly called a script-kiddie, as the slightest deviation from the conditions expected by the utility will result in an error that is probably easily fixed by someone with more experience and skill.  In the event that the attacker has a working set of utilities or actually possesses enough personal experience, they will scan and probe nearby systems and look for vulnerabilities to exploit.


Since shell servers are becoming rare, new attacks are developed every day to exploit programming errors in all services.  In one common attack known as the buffer overflow, the attacker attempts to overflow a service with a known or suspected vulnerability.  If they can overflow it with just the right data, and if that program is vulnerable, then the extra data will get run as if it were legitimate program code.  This will often give the attacker limited access to the system, which in turn can often be leveraged to gain root access.  Voila!  The system is cracked and the attacker has full control.  Any service can be a potential route for this kind of attack, although some are more favored than others.


Defending a system against intrusion is extremely easy in principle.  First, there are several public sources of good information on current exploits and attacks.  Monitoring them to know what's new is key.  Next, whenever a vulnerability is found in software you use, apply the patch or fix as soon as possible.  Finally, configure your systems such that all programs run with the least amount of privileges possible and make sure that you are regularly looking for any unauthorized escalation of privileges or changes in configuration.  In reality, this can be an exhausting amount of work and can easily take more time than your staff has available.  It's an ugly catch-22 that vendors are only now starting to develop adequate tools and methods to deal with.


Knowing all this, my bet was that we were going to find signs of a break-in on our IMAP servers as well.  IMAP is a particular kind of email service commonly used in corporate environments.  While we didn't offer it to our home users, we did run it for our affiliates as part of their membership benefits.  It's a complex service with lots of opportunities for a buffer overflow and a long history of vulnerabilities.


Again, I'd guessed correctly.  By the time all the integrity checks were done, we had clear signs of break-in to five machines: the three shell servers and the two IMAP servers.  We immediately halted these machines (which leaves them powered on but "frozen" exactly as they were for a more detailed analysis) and re-routed those services to the dummy box.  Almost idly, I connected to the file server and checked the home directory for the tstirl account.  I was not surprised to find the signs of a rootkit installer.


I had my smoking gun.  Now I just had to figure out who had used it.
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